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ABSTRACT
A new theoretical model for the control of defamation in
Multiagent Systems(MAS) is proposed. The goal of the pro-
posed anti-defamation model is to develop effective mecha-
nisms to protect all types of systems from defamation. The
proposed model differs from a more general deception han-
dling model in that only data relating directly to the cal-
culation of reputations are evaluated for deception. An e-
commerce simulation based on this model is described and
results are discussed. Results from the experimental simu-
lations support the validity of the proposed anti-defamation
model, as they show the anti-defamation model is successful
in protecting the simulated MAS from the overall damage
caused by defamation. A concerning outcome however, is
that while all agents are better off with the proposed anti-
defamation model, the model needs further improvements
in order to be successful in targeting and punishing specific
dishonest agents. Although this work is directed toward
defamation in particular, we believe it may be of particular
interest to anyone wishing to provide protection against all
types of deception.

Categories and Subject Descriptors
I.2.11 [Computing Methodologies]: Artificial Intelligence—
Multiagent Systems; I.6.5 [Computing Methodologies]:
Simulation and Modeling—Model Development

General Terms
Design, Performance, Experimentation, Legal Aspects

Keywords
Defamation, deception, suspicion, trust, multiagent systems

1. INTRODUCTION
Defamatory speech, along with many other types of men-

dacious speech [10], are pervasive in various areas of our so-
ciety, from personal to corporate relationships, causing great

harm to innocent individuals and groups. The issue of repu-
tation damage is largely ignored in the study of Multiagent
Systems (MAS).

Effective mechanisms which allow agents in a MAS to rea-
son about the others’ reputations invariably require that all
(or at least some) of the agents report specifics about their
interactions with other agents to the rest of the society. This
reporting allows the society as a whole to gain insight into
how specific agents might act in future interactions. In other
words, the feedback itself is one of several components neces-
sary to build reputation. Other sources also describe trust
mechanisms that rely on the ability of agents to provide
some similar sort of objective social feedback [2, 16].

When a subjective feedback mechanism is integrated into
a MAS, the agents are given the freedom to do what they
wish with this feedback. This freedom provides the agents
with the power to indirectly manipulate the opinions of
others. Left unchecked, this power could have dire conse-
quences.

To the best of our knowledge at the time of this writ-
ing, there does not exist any publicly available work which
explicitly addresses the issues mentioned above, concerning
defamation of any sort in MAS. As a result of this work being
somewhat new in the world of MAS, relatively few published
resources have been found to compare to the ideas presented
here. Some work has been done regarding the control of
defamatory behavior in online reputation systems, but the
resulting methods are based on controlled anonymity, which
may not always be viable depending on the situation. Us-
ing any type of anonymity mechanism is not effective when
the type of interaction inherently identifies one or both par-
ties involved. Such interactions include stays at hotels or
encounters with restaurants or doctors [2].

2. RELATED SOCIOLOGICAL ISSUES
This section contains discussion relating to several con-

cepts closely tied to defamation. Each is important for a
full understanding of what defamation is and how it may be
controlled in MAS.

2.1 Trust
The hope of integrating trust mechanisms into MAS is

that by making use of such facilities, social interaction will
be facilitated in the face of uncertainty. In addition, and
more importantly for this work, defamation protection mech-
anisms are intended to help maintain stability in such ‘trust-
ing’ systems. This stability results from protection against
unfair attacks on individuals’ reputations.
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As noted by Hwang in [6] trust is a key concept in most
interpersonal and group behavior. An inherently vague and
multifaceted concept, trust becomes especially cloudy when
attempting to define it formally. There are numerous vary-
ing definitions of trust present in the literature. The reason
for the apparent disagreement is inherent in trust. Trust is
domain specific, so its definition is dependent on the specific
context in which one is working. Trust is also subjective as
it not only depends on context but more specifically on the
beholder.

2.2 Reputation
While held by the individual, reputation is ascribed by

society as a whole and cannot be established by the individ-
ual to whom the reputation belongs. The society determines
reputation through a general estimation of the individual in
question; dependent on the individual’s management of their
own identity and how they present this identity to the rest
of society. Through this presented self, society can evaluate
reputation based on the objective behavior of the individual
in question [14].

The core of reputation is the role or expectation. Reputa-
tion is the assessment by society (or some segment thereof)
of an individual’s fulfilment of that society’s expected roles.
These roles are a central part of any society and the pro-
duction thereof depends on the collective beliefs and spe-
cific context of the society. In addition, roles established
for the evaluation of reputation are necessarily linked to the
society’s goals. In particular, any such roles established in
the society must reward actions which help to achieve the
society’s goals.

Reputation is ascribed by the society to which an indi-
vidual belongs, and not by the individual itself. Thus, an
individual is incapable of directly manipulating their own
reputation. Through specific manipulation, however, indi-
viduals can manipulate and in some cases deceive others into
ascribing higher reputations than they would otherwise.

As suggested above, it is from this realm of reputation
that defamation emerges. Only when we establish reputa-
tion in a society is it possible for damage to be caused to
that reputation. One cannot defame another if there is no
concept of reputation in the society. In particular, repu-
tation building mechanisms that allow members of society
to subjectively report on others, open the door for untrue
reports. The effect of these untrue reports is usually con-
sistent with the desired effect: damage to an individual’s
reputation. It is this case which is of interest for this paper.
When as individual’s reputation is damaged as a result of
untrue statements made by another to a third party, these
untrue statements are classified as defamatory.

2.3 Defamation
To start off the discussion on defamation itself, a formal

definition of defamation will be given followed by a few re-
lated legal notes. As defamation is a social concept, it is
defined in terms of the nature of social communication.

2.3.1 Defining Defamation
We define defamation as a deceitful communication which

unfairly harms the reputation of the individual or group be-
ing lied about. The statements must be harmful to the in-
dividual claiming to be the victim of defamation. A defam-
atory statement must be made to a third party, meaning

that statements made directly to the individual who is the
subject of those statements cannot be considered defama-
tory because they could not possibly effectively harm the
individual’s reputation. To illustrate, consider two acquain-
tances locked in a sealed room. As long as another does
not overhear their conversation and they speak only of each
other, no defamation is possible‘.

In order to prove a case of defamation in the courts, the
plaintiff must prove that the statements in question were
false, caused actual damage to their social reputation and (as
already noted above), that the statements reached a third
party.

The most obvious challenge when it comes to laws regard-
ing defamation is that they are often inapplicable due to de-
fenses based on various forms of freedom of expression [9].

2.4 Deceit
Deceit involves knowingly giving information to another

which is inaccurate, or otherwise untrue.

2.4.1 Utility of Deceit
In [5], a game is described where agents can greatly ben-

efit from deceiving their opponents. Several other papers
also exist that discuss deceit from various related perspec-
tives: trust and security in MAS [15], deception in agent
negotiations [17] and internet security [13].

Deception ultimately renders the deceived party’s decision
making process useless, as the information they are working
with is erroneous. Researchers have outlined many reasons
for deceit, such as the desire to induce certain states of mind
in their neighbors [1]. As stated above, an individual cannot
directly manipulate their own social reputation. While this
is true, using deception they can manipulate others into as-
cribing them a higher reputation then they would otherwise.

2.5 Suspicion
Suspicion is an important element in modelling defama-

tion in MAS, because it is the key human mechanism used
to alert individuals to the presence of defamation or other
sorts of deception or wrongdoing.

Suspicion requires that agents reason in an environment
of uncertainty [1, 7]; loosely analogous to environments with
partial information. A model for reasoning in such an envi-
ronment of uncertainty is presented in [1], where plausibility
and credibility are measured in order to establish a suspicion
value. Consider for example that an information source, S
(sender), sends a fact, p, to a receiver R. R’s suspicion in S’s
p depends on: 1) Plausibility that S actually believes p and
2) S’s convenience in inducing R to believe p. Plausibility
is covered in detail in [1], including methods for calculation.

2.5.1 Opinion Model
We make use of the work of Josang and Knapskog [7], who

have developed a pair of models for reasoning in uncertain
environments.

The Evidence Space model [7] is used to predict the prob-
ability of a binary phenomenon by performing calculations
based on the number of observed positive and negative re-
sults (r and s respectively).

Related to the evidence space by Equations 1, 2, and 3, the
opinion space model involves building opinions about facts
or events in the form ωp = {b, d, u} where b + d + u = 1. ωp

is referred to as an opinion about some binary event p and b,
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d and u are the measures of belief, disbelief and uncertainty,
respectively.

b =
rp

rp + sp + 1
(1)

d =
sp

rp + sp + 1
(2)

u =
1

rp + sp + 1
(3)

3. ANTI-DEFAMATION MODEL
What is proposed is that agents be equipped with a rea-

soning mechanism to allow them to become suspicious of
inconsistent information relating to reputations. This sus-
picion can then be used as a trigger to request a consensus
in the community. The consensus, while not always exact,
can be used as an estimate to the sincerity of the party with
whom the agent is interacting. The results of this suspi-
cion triggered consensus is then recorded as a new opinion
by incrementing the appropriate counter from the opinion
model.

We call this mechanism a defamation module, shown in
Figure 1. The defamation module receives reputational eval-
uations of each agent with which it interacts. This reputa-
tional data results from individual observations as well as
feedback and recommendations from others.

3.1 Reputation
In this model the reputation of an agent is determined by

it’s fulfilment of Only a single role. This role is called the
competetive role. The competitive role is defined in terms
of relative pricing; relative to the other agetn’s prices. The
magnitide of satisfaction of this role by agent q, as seen by
agent p is denoted Cp

q .
The reputation of an agent q as seen by agent p is denoted

Rp
q .

3.2 Suspicion
Agents are said to become suspicious of defamation when

their view of one or more agents’ (other than their own)
reputations are reduced to a significant enough degree as a
result of some communication. The reputation change can
be easily calculated if the agent constructs a hypothetical
view of the other agents in the MAS. Hypothetical means
that the agent assumes the received communication is true
and constructs a new artificial set of reputations. The repu-
tation change values are easily obtained by subtracting the
new hypothetical reputation values from the real established
reputations.

Standard deviation is used as it is a well known concept
for analyzing risk in various areas such as economics [12]
and project scheduling [4]. In this case the standard devi-
ation of the perceived reputations of sellers is a measure of
the variance amongst the buying agent’s view of the seller’s
reputations.

3.3 Consensus
The consensus algorithm used here involves an agent send-

ing a consensus request message to all other agents in the
MAS, and waiting for enough responses to ensure the ma-
jority are truthful. This is made possible by adopting the
constraints defined below.

To make the consensus algorithm used in this model more
efficient, two constraints are placed upon the model itself:

• The maximum number of potential liars must be con-
trolled and known. More precisely, for the consensus
algorithm to work effectively, the maximum possible
number of liars, m, is restricted by 2m < n where n is
the total number of agents.

• When waiting for responses to a consensus request,
agents should only wait for the first 2m + 1 responses.
Any additional responses are superfluous.

This method of restricting the maximum number of liars
to m and waiting for only 2m+1 responses allows for many
fewer messages to be sent in reaching a consensus, particu-
larly in large systems where m << n.

3.4 Opinions and Certainty
The results of the above-described suspicion and consen-

sus evaluation are recorded as estimations of truth and un-
truth. Each agent maintains two sets of counters, ri and
si. Every agent holds both ri and si associated with every
other agent i. r and s are the positive (truth) and nega-
tive (untruth) counters respectively. The resulting opinion
(ωi) and its disbelief and uncertainty elements (d and u) are
used to qualify the agents reputation. When working with
reputations the actual reputation value Ṙ is used instead of
R, where Ṙ is calculated as follows:

Ṙ = R−max(d− u, 0) (4)

4. DEFAMATION SIMULATION
The simulation consists of two types of agent: buyers and

sellers. Buying agents are dispatched to selling agents af-
ter calculating the shopping factor, δ (defined below).The
seller quotes their price along with the prices of their com-
petitors. Upon receipt of the price quote, the buying agent
will compute a set of hypothetical reputations that would
result if the price quote were truthful. These hypothetical
reputations are then compared to the currently held rep-
utations. Through this comparison, the buying agent de-
termines if the quote is suspicious. If the agent suspects a
price quote, a consensus is requested. If a majority of the
consensus responses indicate a truthful quote, the buying
agent continues as if no suspicion had occurred. If on the
other hand the consensus results suggest deceit, the buyer
records the occurrence of a lie authored by the selling agent
in their ‘opinion’. A lie is recorded as an increment to the s
(negative) parameter to the evidence space.

The selling agents fix their prices in a supply/demand
fashion. While active, if the seller agent sells more than one
unit on an iteration, they increase their price by $1. If they
had one or no sales on the last iteration, they maintain the
same price. After 10 consecutive iterations with no sales, a
seller agent is said to become inactive. When inactive, an
agent lowers its price by $1 every five iterations. Once a
seller has become inactive it must either sell to more than
one buyer on a single iteration, or sell to at least one buyer on
each of two consecutive iterations the agent becomes active
again. While inactive, dishonest sellers cease to lie, they
begin lying again immediately upon reactivation.

The shopping factor is calculated in order to establish a
factor by which decisions can be made based on both trav-

chimombe
Session B2                      Communication Networks and Services Research Conference 2003                103

chimombe



Send Consensus Request

Calculate Consensus Value

Calc.
Hypothetical
Reputations

Suspicion?

Y

r++ s++

Reputation

Opinion

Reputational Data 

Consensus
Responses

Requests
Consensus

Lie?
Y

N

N

Reputation Updates

Figure 1: One Agent’s Defamation Module

elling distance and reputation. The shopping factor calcu-
lated by buyer p, for seller q, is denoted δp

q and calculated
as shown in Equation 6.

The game is played in a virtual cartesian-like two-dimensional
neighboorhood. Let D represent the maximum possible
travelling distance in this neighborhood. Also let dd rep-
resent f((x1, y1), (x2, y2) or the travelling distance. dd is
calculated by summing the differences of the x and y coor-
dinates of the two locations being considered. This is shown
in Equation 5.

dd = f((x1, y1), (x2, y2)) = |x1 − x2|+ |y1 − y2| (5)

δp
q =

Rp
q

α(1 + dd
D

)
(6)

Where the buyer is located at (x1, y1) and the seller at
(x2, y2). α is used as a parameter to control the extent
to which the shopping factor is dominated by travelling dis-
tance, relative to reputation. For our simulation α was set
at 1/2.

On each game iteration, each buying agent calculates a
shopping factor in regard to each selling agent. The most
favorable (largest) factor tells the buying agent where to
shop in the current iteration. This factor causes agetns to
shop at various locations depending on the distance to those
locations and the reputations of the selling agents that reside
there.

4.1 Parameters

• nB - Number of buying agents.

• nS - Number of selling Agents.

• m - Number of liars.

By lying about its competitors prices, the selling agent is
defaming its competitors. First of all, the price quotes be-
ing discussed are false, this is requirement number one for
defamation. Secondly, if believed, the false quotes are dam-
aging to others reputations. Third and finally, the untrue
price quotes are sent to buyers who must be a third party.
Thus, these false price quotes constitute defamation in the
context of this MAS simulation.

5. ANALYSIS
Three performance measures are used in analyzing the re-

sults from these simulations. Cumulative sales, sales per
iteration and activity rates. For all three of these measures,
the group of honest and dishonest sellers are considered sep-
arately for comparison purposes.

Three distinct cases are examined:

• Constant sellers and liars, varying buyers.

• Constant buyers, varying sellers, varying liars but liars
remains a constant proportion of sellers.

• Constant buyers and sellers, varying liars.

These simulations are named SimA, SimB and SimC re-
spectively.

In addition to the above described simulations, a set of
control experiments are conducted with identical param-
eters, only without anti-defamation mechanisms enabled.
These simulations are named ˆSimA, ˆSimB and ˆSimC.

The SimA simulations are characterized as follows: 50
sellers, 10 of which are liars, buyers vary in SimA1 to SimA7

as follows: 5, 25, 50, 75, 100, 125, and 150.
The SimB simulations are characterized as follows: con-

stant 50 buyers, constant proportion of sellers are liars (1/2),
and number of sellers for SimB1 through SimB8 are 3, 25,
50, 75, 100, 125, 150, and 175 respectively.
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Figure 2: Cumulative Sales for both SimA and ˆSimA

The SimC simulations have a constant 50 buyers and 50
sellers, but the number of dishonest sellers changes from
SimC1 to SimC7 as follows: 0, 1, 10, 20, 30, 40 , and 50.

When the averaged results from the SimA simulations,
SimA, are compared to the corresponding control simula-

tions without anti-defamation ( ˆSimA) improved sale condi-
tions for all selling agents may be observed, including both
the honest and dishonest agents. Figure 2 illustrates this
result. This figure illustrates how the honest and dishonest
agents both fair better with the anti-defamation model.

In order to examine the performance of honest versus
dishonest sellers, the growth rates of dishonest and hon-
est agents’ sales curves are compared. Growth rates corre-
sponding to SimB2, SimB3, SimB4 and SimB5 are shown
in Figure 3, and labelled a, b, c and d, respectively.

As the number of sellers increases the growth rates of both
honest and dishonest agents smooth until they are nearly
static in SimB4. Although in SimB2, the honest sellers
do begin with a larger sales growth rate than the dishon-
est sellers. That rate is eventually overtaken by that of
the dishonest sellers. This trend does not continue how-
ever; after one simulation with honest sellers maintaining a
slightly higher sales growth rate (c in Figure 3) the dishon-
est sales growth rates settle above the corresponding honest
rates. An equilibrium is approached as the number of selling
agents exceeds the number of buyers. While it would be de-
sirable for the dishonest agents to be forced to receive lower
sales than the honest ones, this result is still encouraging
as it does show stability resulting from use of the proposed
anti-defamation model. In addition, although the dishon-
est agents slightly outperform their honest counterparts, the
outperformance is more severe, and less stability is observed
when the anti-defamation model is not used.

Figure 4 shows results similar to those shown in Figure 3,
except for ˆSimB2 through ˆSimB5 instead of SimB2 through
SimB5. Note that the two figures have different scales. Fig-
ure 4 shows the slopes of the cumulative sales curves for
both honest and dishonest agents in the following simula-
tion runs: ˆSimB2, ˆSimB3, ˆSimB4 and ˆSimB5 labelled as
a, b, c and d respectively. Notice as you compare Figures 3

and 4, the pairs of curves representing honest and dishonest
sale growth rates in Figure 4 do not converge to a steady
pattern as those shown in Figure 3.
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Figure 3: Slope of cumulative sales: SimB2(a),
SimB3(b), SimB4(c), SimB5(d)

0 100 200 300 400 500 600 700 800 900 1000
−50

0

50

100

150

200

250

iterations

sl
op

e 
of

 c
um

ul
at

iv
e 

sa
le

s 
cu

rv
e a 

b 

c d 

Honest 

Dishonest 

a 

b c 

d 

Figure 4: Slope of cumulative sales: ˆSimB2(a),
ˆSimB3(b), ˆSimB4(c), ˆSimB5(d)

In SimC, the proportion of dishonest sellers seems to have
little effect on the performance of the marketplace until that
proportion increases over one half. When the ratio of dishon-
est agents to honest agents is low, the dishonest agents per-
form only slightly better than the honest agents in terms of
sales. When the proportion of dishonest sellers exceeds 50%,
the dishonest group begins to gain ground widening the gap
between themselves and the honest sellers. Three graphics
showing the honest and dishonest cumulative sales figures
corresponding to SimC3, SimC4 and SimC5 are shown in
Figure 5 to illustrate these results. Note that the percent-
ages of dishonest sellers for SimC3, SimC4 and SimC5 are
20%, 40% and 60% respectively. In the third graphic corre-
sponding to SimC5 in Figure 5, the dishonest sellers begin
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Figure 5: Cumulative sales from SimC3, SimC4, and SimC5

to widen the gap between themselves and the honest sellers.
A similar story is told for ˆSimC, except that the dishonest
agents always outperform the honest agents to a significant
degree regardless of their proportion.

5.1 Scalability
The maximum number of selling agents we are able to in-

clude in these simulations is 150. This restriction is due to
the memory demands of the simulation program in execu-
tion. With any more than 150 buying agents, the simulation
executes for sometime, often reaching 500 − 600 iterations,
then crashes with a memory error. The memory constraints
are imposed by the systems upon which the simulations are
run and not the complexity of the system itself. The game
is scalable, given extended memory and processor capacity.

The number of selling agents is increased until the sim-
ulations will no longer run due to memory errors. In the
case of 1000 iterations and 50 buying agents, the maximum
number of selling agents simulated is 175.

Time complexity is not an issue for simulations of this size.
Some of the larger simulation runs did take several minutes;
but the program would crash due to storage complexity not
lack of time.

5.2 Stability
For the game currently being discussed, we define sta-

bility as the convergence of sales growth rates to a consis-
tent pattern. In comparison to Figure 4, Figure 3 shows
a definite convergence of both honest and dishonest sales
rates to near constant and near equivalent rates. Figure 4

shows no definite pattern of convergence. Recall that Fig-
ure 4 shows sales growth rates corresponding to simulations
without anti-defamation mechanisms and Figure 3 shows
the corresponding simulations with anti-defamation. This
shows the stabilizing effect of the proposed anti-defamation
model on the evaluation game being discussed.

6. CONCLUSIONS AND FUTURE WORK
Due to the ‘soft‘ nature of the defamation response mech-

anism of the proposed model, instead of dishonest agents
becoming ostracized in the community, the liars seem to be
victims of only slight punishment. This fact is due largely to
the design decision to allow the agents to have the capabil-
ity to become inactive. While inactive, the dishonest agents
stop lying and may re-establish reputation through reducing
prices and providing trustworthy information. This need for
dishonest agents to become inactive and re-establish dam-
aged reputation, may provide a partial explanation to the
fact that honest agents tend to maintain higher activity rates
when compared to their dishonest counterparts.

Future work is intended to refine the proposed model.
First is the need for a more multifaceted reputation mecha-
nism. A better reputation mechanism would allow for more
meaningful analysis of variations in reputation. In addi-
tion, it is desirable to construct more meaningful methods
for determining suspicion as a results of variance in ob-
served data. In particular, a non-binary suspicion mech-
anism which makes use of the opinion model was initially
pursued but abandoned due to the simplicity of the reputa-
tion mechanism being used. Initially, an opinion was used to
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model an agent’s suspicion, but no meaningful cutoff point
was available to determine the presence of a lie.

Due to the non-distributed synchronous nature of the cur-
rent simulation and the limitations of a single processor win-
dows environment, the program consumes great amounts of
memory while executing. This has a negative impact on
scalability. Future work is intended to extend this system
to an asynchronous distributed MAS which will be far more
flexible in terms of scalability.

Future work with this model will undoubtedly turn to
the statistical work of Dempster and Shafer. Dempster and
Shafer’s work relates directly to the use of statistical evi-
dence as a decision making tool. See the following sources
for more information related to this work [3, 11, 8].
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